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Need for anonymity in the communications.

Alice

Oncologist

? Current Analyses:

Simplify the problem with
unrealistic hypotheses.

Rely on very complex
mathematical devices.

Provide only empirical
results.

Need for tools to analyze and improve anonymous communication systems.

Idea!! Signal Processing!

Applicable to very complex problems
(digital communications, forensics, etc).

Simplifies the problem.

Provides analytical results.

Apply signal processing tools 
to anonymous communications.

General objective

High-latency communication systems [1][2]
(e.g., email).

Low-latency communication systems [3][4]
(e.g., instant messaging, VoIP, browsing).

We will study two scenarios:
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Delaying messages is allowed!!
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Robust against global adversaries.

Delaying messages is NOT allowed!!

Explore other posibilities:
     dummy messages, re-routing...
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THESIS OBJECTIVES

MOTIVATION OF THE WORK

BIBLIOGRAPHY

Study the state of the art.
High latency anonymous communications:
     Mixes:

Low latency anonymous communications:
     Instant Messaging:

1. Develop theoretical models.
2. Apply signal processing tools to
analyze the privacy properties.
3. Optimize the privacy mechanisms.
4. Propose new protection mechanisms.
5. Empirical evaluation of our findings.

Wrapping up, conclusions and writing.

Previous work: new attack on mixes, the 
Least Squares Disclosure Attack (LSDA) [5].

Proof that LSDA outperforms the family of 
statistical disclosure attacks [6].

Analysis of a pool mix with dummies [7].

In-depth study of LSDA on pool mixes [8].

Analysis of the mix in real scenarios [9].

Finish the work on mixes: look for the
optimal pool mix delay function
(in progress).

Begin with low-latency anonymous
communication systems.
   Revise state of the art.
   Study the problem of static SN + don't
      hide friends.

Internship in Rutgers University (NJ), with
Professor Anand Sarwate (signal processing
in networks).

Optimize

Analyze

6 m.

17 m.

11 m.

2 m.

M
et

ho
do

lo
gy


