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Adaptive mechanisms for location privacy [13]
(under submission)
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RESEARCH PLAN NEXT YEAR PLANNING

PREVIOUS RESULTS

BIBLIOGRAPHY

Proof that LSDA outperforms SDA [5].
Analysis of a pool mix with dummies [6].
In-depth study of LSDA on pool mixes [7].
Analysis of the mix in real scenarios [8].
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Issues of geo-indistinguishability [12]

NEW RESULTS

Need for anonymity in the communications.

Alice

Oncologist

?

Current Analyses:

Simplify the problem with
unrealistic hypotheses.

Rely on very complex
mathematical devices.

Provide only empirical
results.

Idea!! Signal Processing!

Applicable to very complex problems
(digital communications, forensics, etc).

Simplifies the problem.

Provides analytical results.

Apply signal processing
tools to anonymous 
communications.

General objective

We will study two scenarios:

THESIS OBJECTIVESMOTIVATION OF THE WORK

Location privacy [3][4]

Recipients are locations, we can obfuscate
them to confuse the adversary.

Delay-based communication systems [1][2]
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Mix Mix + Obfuscation

Delaying messages is allowed!!

We cannot change recipients.

Develop

Optimize

Analyze

17 m.

1. Develop theoretical models.
2. Apply signal processing tools to
analyze the privacy properties.
3. Optimize the privacy mechanisms.
4. Propose new protection mechanisms.
5. Empirical evaluation of our findings.

Application of mixing and de-mixing 
techniques to cryptocurrencies.

Wrapping up and writing.

Hopefully finish by December 2018.
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Study the state of the art (mixes).
Delay-based anonymous communications:

Study the state of the art (location privacy).
Location Privacy
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Short-term attacks
Long-term attacks
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Timed mix

P We add training/testing set separation to the LPPM 
design and evaluation framework.

Study of pool mixes in real scenarios [9].

WE'RE
HERE

Wrapping up, conclusions and writing.
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Multi-dimensional notion of location privacy [11].
Filter design applied to pool mixes [10]

We find numeral issues with geo-indistinguishability, 
a widespread location privacy notion.

Region where the
user gets privacy

Average noise

95% probability that the
obfuscated location is in
this region.

Poor privacy-utility trade-off!!

We find better models for user behavior that account 
for differences between training and testing sets.
This allows us to build adaptive LPPMs
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